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[bookmark: _Toc206679006]PART I: INTRODUCTION

[bookmark: _Toc206679007][bookmark: _Toc61968280]1.0 PREAMBLE
1.1The Liberia Telecommunications Authority (LTA), established by an Act of National Legislature in 2007 as the independent regulatory body with the power and authority to regulate the telecommunications sector, has herewith, and pursuant to Part III Section 11 (h), (q), (r), (t), and (w) of the Telecommunications Act 2007, developed these Regulations.

[bookmark: _Toc206679008]2.0 PURPOSE OF THESE REGULATIONS
2.1These Regulations provide a framework for the establishment and management of a Central Registry for the International Mobile Equipment Identity (IMEI), and the criteria and processes for the compulsory registration of all mobile telecommunications equipment utilizing Subscriber Identification Modules (SIM) or Removable User Identification Module (RUIM) Cards in the Republic of Liberia.

[bookmark: _Toc206679009]3.0 SCOPE OF APPLICATION
3.1These Regulations shall apply to:
A. All Vendors importing and/or supplying mobile Telecommunications Equipment that have IMEIs;

B. All persons and entities providing Telecommunications Services. 

C. All persons and entities using mobile Telecommunications Equipment that utilize SIM/RUIM Cards for communications purposes; and

D. All Telecommunications Equipment utilizing SIM/RUIM Cards to access any Telecommunications Networks in the Republic of Liberia.

[bookmark: _Toc206679010]4.0. OBJECTIVES OF THESE REGULATIONS
4.1The objectives of these Regulations are to:
A. Protect end-users from substandard, fraudulent, and potentially harmful Telecommunication Equipment, and improve end-user quality of service and experience;

B. Mitigate and disincentivize the theft of end-user Telecommunications Equipment;

C. Protect Telecommunications Networks from the harmful effects of substandard Telecommunications Equipment and improve network performance;

D. Support national security to reduce identity theft, Telecommunications Equipment smuggling and related criminal activities;

E. Protect the competitive environment for legal importers and suppliers of authentic Telecommunications Equipment;

F. Prevent government revenue losses and increase lawful customs revenues; and

G. Ensure compliance with Telecommunications Equipment standards of the LTA and the International GSM Association (GSMA).

[bookmark: _Toc206679011]5.0. TERMS & DEFINITIONS
[bookmark: _Toc61968287][bookmark: _Toc62047676][bookmark: _Toc206679012]5.1As used in these Regulations, the below defined terms and acronyms shall have the following meanings and shall refer to both the singular and plural:

A. Access: means a logical connection to a telecommunications network for the purpose of receiving or providing Telecommunications Services.
B. Act: means the Telecommunications Act 2007 of the Republic of Liberia
C. Activate: means to allow access to the electronic communication system of a Telecommunications Service Provider who provides telecommunications services. 
D. Activated, activation, deactivated, and deactivation: shall be read and construed accordingly.
E. Active Telecommunications Equipment: means a Telecommunications Equipment that has accessed a telecommunications network at least once via a SIM/RUIM provided by a Telecommunications Service Provider.  
F. Agent: means a Person contracted or engaged by the LTA to manage the Central IMEI Registry (CIR) on the LTA’s behalf pursuant to these Regulations. 
G. Application Programming Interface (API): means, an interface that allows developers and businesses to connect with the International Mobile Equipment Identity system.
H. Central IMEI Registry (CIR): means the database established by the LTA to record, manage and maintain the unique identity of all Telecommunications Equipment connecting to Telecommunications Networks in Liberia for the purpose of receiving and providing Telecommunications Services.
I. Cloned Telecommunications Equipment: means Telecommunications Equipment that may or may not comply with GSMA technical specifications, but have been assigned an IMEI belonging to a Genuine Telecommunications Equipment.
J. Conformity Assessment: means the process of authenticating IMEIs and the Equipment to which they are assigned, and verifying that relevant Customs duties and CIR registration fees have been paid. 
K. Counterfeit Telecommunications Equipment: means a Telecommunications Equipment that explicitly infringes the trademark, copies hardware or software designs, or infringes brand or packaging rights of an original or authentic product and, in general, infringes applicable national and/or international technical standards specified by the GSMA, regulatory requirements or conformity processes, manufacturing licensing agreements, or other applicable legal requirements.
L. Genuine Telecommunications Equipment: means non-Counterfeit Telecommunications Equipment that conform to the international technical specifications defined by the GSMA and have their own GSMA-approved IMEIs.
M. Global System for Mobile (GSM) Association (GSMA): means the global industry organization that represents the interests of mobile network operators. The GSMA is the global administrator of Type Allocation Code (TAC), which is used to create the International Mobile Equipment Identity (IMEI) that can uniquely identify wireless Equipment. 
N. International Mobile Equipment Identity (IMEI): means the GSMA-approved 14 to16 digit number uniquely identifying a genuine Telecommunications Equipment. 
O. Mobile Station International Subscriber Directory Number (MSISDN): means the number used to identify a phone number internationally. It is composed of the country code and the national destination code. In other words, a subscriber’s telephone number plus his/her country code.
P. Replica Equipment: means a genuine Equipment whose IMEI has been duplicated on a cloned Equipment.
Q. Subscriber Identity Module (SIM)/Removable User Identity Module (RUIM) Card: means an integrated circuit or chip containing encoded network identification details, the personal identification number and other user’s data such as an address book provided by a Telecommunications Service Provider for the provision of Telecommunications Services.
R. Telecommunications Equipment: means Equipment intended to be connected directly or indirectly to a telecommunications network in order to send, transmit or receive telecommunications services;
S. Telecommunications Service Provider: means a person or entity under permit or license by the LTA that provides a telecommunications service to the public or that owns or operates a Telecommunications Network used to provide Telecommunications Services to the public.
T. Telecommunications Network: means any wire, radio, optical or other electromagnetic system for routing, switching or transmitting Telecommunications Services between network termination points; 
U. Telecommunications service: means any provision of the voice and data transmission; SIM cards and pre-paid accessories; equipment and facilities to customers; or any form of transmission of signs, signals, text, images or other intelligence by means of a Telecommunications Network, but does not include a broadcasting service.
V. Vendor: Means a person or an entity importing, distributing or retailing Telecommunications Equipment that utilize SIM/RUIM Cards for communication purpose.

[bookmark: _Toc206679013]
PART II: THE CENTRAL IMEI REGISTRY (CIR)

[bookmark: _Toc206679014]6.0. Establishment, Operation and Management of the CIR  
6.1. The LTA shall establish an electronic database to be known as the Central IMEI Registry (CIR) for the purpose of collecting, authenticating, verifying and managing IMEIs in the Republic of Liberia.
6.2. The CIR shall be linked to Telecommunications Service Providers’ IMEI Registries/databases, the International GSM Association’s (GSMA) Global IMEI Registry, and shall contain importers’ Telecommunications Equipment lists, and stolen Telecommunications Equipment lists. 
6.3. The CIR shall be hosted and managed by the LTA.
6.4. The IMEIs of all Mobile Telecommunications Equipment connected to, or intended to be connected to Telecommunications Networks in Liberia shall be registered with the CIR.
6.5 A portal shall be created within the CIR to enable consumers verify their IMEIs and make inquiry before purchasing. An option for SMS or USSD shall be created for the same purpose as above.
6.6 [bookmark: _Hlk205796955][bookmark: _Hlk206675806] To ensure verification, compliance and reporting of suspicious activities as they occur, the CIR shall have a Real-Time monitoring and automated alert (reporting) system and a web-based Interface and APIs for mobile Telecommunications Service Providers and customs.
PART III: GENERAL REQUIREMENTS

7.0 Registration of IMEIs 
7.1 All persons and entities, (including Telecommunications Service Providers, Vendors, and individual users of Telecommunications Equipment) utilizing SIM/RUIM Card, shall register the IMEIs of their Telecommunications Equipment with the CIR in accordance with these Regulations and/or as may be further elaborated in subsequent LTA Orders and Notices pursuant to these Regulations.

7.2 The following personal information shall be provided and captured during the registration process.
A. Telecommunications Equipment IMEIs;
B. User Details:

i.  Full Name 
ii.  Date and Place of Birth;
iii.  Gender
iv.  Facial image 
v.  A verifiable government issued identification 
vi.  Occupation
vii.  Place of work, school or business address;
viii.  Physical (home or business) address, including county of residence;
ix.  Nationality.

7.3 An entity shall provide business registration and all other relevant documents in addition to information requested in Section 7.2 above, where applicable.
7.4 All persons or entities shall present proof of purchase or ownership when registering new Telecommunications Equipment during the Live Period.
7.5 The Fees stipulated in Annex B of these Regulations shall be charged to cover the administrative and operational costs of managing the CIR. 
8.0 Conformity Assessment
8.1 The LTA shall conduct Conformity Assessments to verify IMEIs and the payment of relevant Customs Duties and CIR registration fees.
8.2 Vendors shall make available to the LTA all documents, data and information required for Conformity Assessments.
8.3 The LTA may conduct market surveillance of vendors to verify that Telecommunications Equipment are registered with the CIR.
8.4 IMEIs stored in the CIR after conduct of Conformity Assessments shall be included in one of the following categories:
A. Black List – includes the IMEIs of counterfeit, unregistered, stolen, and lost Telecommunications Equipment, cloned IMEIs and IMEIs on the Global GSMA Black List. Telecommunications Equipment on this list shall be blocked from accessing Telecommunications Networks in Liberia.

B. White List – includes the authentic IMEIs of legally imported Telecommunications Equipment whose customs duties and registration fees have been paid. In addition, the white list shall include IMEIs already existing in the market before the Transition Period with applicable registration fees paid. These Telecommunications Equipment shall be allowed to access Telecommunications Networks in Liberia.

C. Gray List – includes IMEIs still undergoing Conformity Assessment; IMEIs with customs duties and registration fees not paid for allowable days before being blacklisted; foreign IMEs temporarily accessing Telecommunications Networks in Liberia; and IMEIs that are on neither the White nor the Black Lists. Owners of these Telecommunications Equipment shall be notified of the result of the Conformity Assessment.




9.0 Obligations of Telecommunications Service Providers
9.1 All Telecommunications Service Providers shall provide to the LTA all requested information to enable the full functioning of the CIR; and shall permit the LTA Access to their networks for the purpose of installing, integrating and maintaining hardware and software to establish and preserve links between their IMEI Number Registries/Databases and the CIR.
9.2 Pursuant to Section 7.1 of these Regulations, all Telecommunications Service Providers shall:
A. Synchronize their IMEI records with the CIR at least once every 24 hours.
B. Deny network access to all blacklisted or non-registered IMEI Telecommunications Equipment.
C. Report to the LTA or its duly Authorized Agent all IMEI data of Telecommunications Equipment connecting to their networks.
D. Notify the LTA of any cloned, duplicated, or suspicious IMEI activities.
E. Provide SMS, USSD or portal IMEI check service for consumers.
F. Participate in consumer education and enforcement awareness campaigns to sensitize consumers on IMEI related   activities.
G. Ensure all Telecommunications Equipment sold directly or through affiliated agents are in compliance with these Regulations.

[bookmark: _Toc206679015]10.0 Obligations of Vendors
10.1 All vendors of Telecommunications Equipment utilizing SIM/RUIM shall:
a) Declare to the LTA the IMEIs of all imported Telecommunications Equipment along with customs payment receipts.
b) Verify and ensure that IMEI of Telecommunications Equipment declared are Registered with the CIR prior to sale.
c) Submit Telecommunications Equipment for type approval when required.
d) Retain records of Telecommunications Equipment sold for a minimum of two years.
e) Cooperate with LTA audits, investigations, or Customs authorities to ensure compliance with these Regulations. 
10.2 Vendors shall ensure that their Telecommunications Equipment are type-approved by the LTA before they are imported into the country.
10.3 No Vendor shall be allowed to register the IMEIs of imported Equipment without a valid Telecommunications Equipment Dealership License issued by the LTA.  
10.4 Any vendor who acts contrary to the provision of Section 10.2 of these Regulations shall be subjected to a fine of 20% of the value of the equipment or consignment of equipment on first offence; 30% of the value of the equipment or consignment of equipment on second offence. If the offence continues, the LTA may take any other appropriate regulatory action or actions against said Vendor.

[bookmark: _Toc206679016]11.0 Responsibilities of Consumer 
11.1 Consumers are advised to:
A. Check IMEI (via the CIR portal, SMS, or USSD) before purchasing a mobile Telecommunications Equipment.
B. Report lost, stolen, or suspicious Equipment to the CIR immediately.
C. Avoid using or activating Telecommunications Equipment that are flagged as illegal or blacklisted

11.2 Prohibited Acts
[bookmark: _Toc206679017]11.3 All persons and entities are prohibited from re-programming, altering, changing, swapping, or in any way interfering with the IMEIs of Telecommunications Equipment connected to, or intended to be connected to Telecommunications Networks in Liberia.
11.4 Any person, vendor, or entity found engaging in any of the acts or activities mentioned in Section 11.3 shall be subject to the penalty provisions of these Regulations, the Act and other applicable laws. 
[bookmark: _Toc206679022]PART III: Transition and Live Periods

[bookmark: _Toc206679023]12.0 Transition Period
12.1 To ensure smooth implementation of the IMEI Registration Process, the LTA shall allow a Transition Period of six months. The Transition Period shall begin on the Effective Date of these Regulations.
12.2 During the Transition Period, the following actions/activities shall be undertaken:
A. Telecommunications Service Providers shall declare with the CIR the IMEIs of all Telecommunications Equipment that have been connected to their respective networks at least once during the 6 months immediately preceding the Effective Date of these Regulations. 
B. The Telecommunications Equipment IMEIs declared in Section 12.2 (A) above shall be registered with the CIR and    applicable registration fees paid.; 

C. Vendors shall provide to the CIR the following information on Telecommunications Equipment in their possession at the start of and during the Transition Period: 

i. Equipment IMEI 
ii. Equipment type (cellphone, tablet, etc.) 
iii. Brand/product name 
iv. Model number 
v. model name, 
vi. serial number
vii. vendor Tax Identification Number (TIN), 
viii. Telecommunications Equipment Dealership License number, and 
ix. Customs declarations/receipts relating to the Telecommunications Equipment

D. Fee payment shall be required for the registration of all IMEIs.
[bookmark: _Toc206679024]13.0 Live Period
13.1 Immediately following the Transition Period, shall be a Live Period.  The LTA shall notify all stakeholders before the Live Period takes effect. 
13.2 During the Live Period, the following shall occur:
A. The Telecommunications Equipment placed on the White List during the Transition Period shall have unfettered access to any Telecommunications Networks;

B. Replica, counterfeit and cloned Telecommunications Equipment that have accessed Telecommunications Networks at least once during the Transition Period shall have unfettered access to any Telecommunications Network.
C. New Genuine Equipment that has not accessed a Telecommunications Network before/during the Transition Period shall be required to register with the CIR once it is compliant with the Conformity Assessment, and shall be White Listed prior to activation on any Telecommunications Networks.

D. A 60-day grace period shall be allowed for Telecommunications Equipment on the Gray List to be registered or brought into Conformity Assessment Compliance, failing which this equipment shall be placed on the Black List.

E. At the start of the Live Period, any replica, counterfeit, or cloned Telecommunications Equipment that were not active during the Transition Period shall be placed on the Black List. All Telecommunications Service Providers shall ensure that services are denied to Telecommunications Equipment that are on the Black List.

[bookmark: _Toc206679025]14.0 Operation of Telecommunications Equipment Owned by Individuals Visiting Liberia during the Live Period
14.1 In order to provide opportunity for individuals travelling to Liberia have uninterrupted access to telecommunications services, the LTA shall ensure that:

A. Genuine Telecommunications Equipment owned by individuals visiting Liberia and using Liberian SIM/RUIM Cards shall be allowed access to public telecommunications networks for up to ninety (90) days. 

B. The period of access to any Telecommunications Networks shall not exceed consecutively or discontinuously ninety (90) days regardless of the number of times that the Telecommunications Equipment enters the Liberian Territory in the 365 days calculated from the first entry and log into one of the public telecommunications networks.

C. Following the 90-day period mentioned in Section 14.1 (A) above, individuals visiting Liberia shall register their Telecommunications Equipment with the CIR and pay the CIR Registration Fees in order to allow their Equipment to access any Telecommunications Networks in the country. 

D. Telecommunications Equipment using non-Liberia SIM/RUIM Cards and owned by individuals visiting Liberia are allowed access to public networks unconditionally and to the extent allowed by regulations on roaming. 

[bookmark: _Toc206679026]15.0 Locking Telecommunications Equipment to their MSISDN
15.1 All registered Telecommunications Equipment using a Liberian SIM/RUIM shall be locked to their MSISDN.
[bookmark: _Toc206679027]Part IV: COMPLIANCE & ENFORCEMENT

[bookmark: _Toc206679028]16.0 Compliance
16.1 Without prejudice to other Laws, Regulations, Rules or Orders, a person or entity shall have committed a material breach of these Regulations if that person or entity, upon due notice:
A. Fails, neglects or refuses to declare and register Telecommunications Equipment IMEIs with the CIR;

B. Fails, neglects or refuses to provide requested information or access to premises in the process of conformity assessment or market surveillance;

C. Fails, neglects or refuses to permit the installation, integration, and maintenance of relevant hardware and software at Telecommunications Service Providers’ premises for the purpose of implementing the CIR;

D. Fails, neglects or refuses to pay CIR registration fees;

E. Conveys counterfeit or fraudulent Telecommunications Equipment or re-programs, alters, changes, swaps, or in any way interferes with Telecommunications Equipment IMEIs and;

F. Takes any other action to materially restrict, prevent, or obstruct the functioning of the CIR.
[bookmark: _Toc206679029]17.0 Enforcement: 
17.1The LTA shall address a material breach of these Regulations by taking one or more of the following remedial actions:
A. Require the offender to remedy the breach within a specified time;

B. Subject the offender to the relevant fines, penalties or other sanctions as provided in Annex A of these Regulations. 
C. Seek, as appropriate, civil or criminal prosecution of offenders conveying counterfeit and/or fraudulent Telecommunications Equipment; or

D. [bookmark: _Toc206679030]Seek, as appropriate, the suspension of licenses of Telecommunications Equipment Vendors who shall be in breach of these Regulations and fail to remedy the breach.

E. Part V: AMENDMENT, CITATION AND EFFECTIVE DATE

18.0 AMENDMENT
18.1The LTA may amend or modify these Regulations or any part thereof at any time the LTA deems necessary.
18.2 In conducting a review or amendment of these Regulations, the LTA shall consult with stakeholders, external advisory groups or other subject matters experts. 


19.0 Citation
19.1 These Regulations shall be cited as the IMEI Regulations. 

20.0 Effective Date
20.1 These Regulations shall come into effect on the date it is published by the Liberia Telecommunications Authority (LTA). 


Annex A: Breaches and Penalties
	No.
	Breach
	Remedial Actions and Penalties

	1
	Any Vendor that fails, neglects or refuses to declare and register Telecommunications Equipment IMEIs with the CIR

	Telecommunications Equipment in this category shall be denied Access to any Telecommunications Network.


	2
	Any person/entity that fails, neglects or refuses to provide requested information in the process of conformity assessment or market surveillance;
	First offence: Require the person/entity to remedy the breach within a specified time;

Second offence: the person/entity shall pay 25% of the total value of the Telecommunications Equipment involved.

Third offence: the person/entity shall pay 50% of the total value of the telecommunications Equipment involved.

Fourth and subsequent offences: The LTA shall take any of the actions stipulated in Section 17.1 (C) and (D) of these Regulations.




	3
	Any person/entity that refuses to allow LTA access to their premises in the process of conformity assessment or market surveillance;


	First offence: the person/entity shall pay a fine of not less than $500.00 and not more than $5000.00 United State dollars as may be determined by the LTA.

Failure to comply: The LTA shall take any of the actions stipulated in Section 17.1 (C) and (D) of these Regulations.


	4
	Any person/entity that conveys counterfeit or fraudulent Telecommunications Equipment or re-programs, alters, changes, swaps, or in any way interferes with Telecommunications Equipment IMEI Numbers;


	The LTA shall suspend or revoke the license of the person / entity involved in such act and shall then be turn over to the Ministry of Justice for persecution.

	5




	Any person/entity that takes any other action to materially restrict, prevent, or obstruct the functioning of the CIR

	First offence: warning with a compliance order.

Failure to comply: The LTA shall take any of the actions stipulated in Section 17.1 (C) and (D) of these Regulations.











Annex B: IMEI Registration Fees
	No.
	Equipment Description
	FEE
	Frequency

	1
	Vendor’s IMEI Registration

	$0.10 Per IMEI

	 (One-time payment)


	2
	Consumers IMEIs Registration (Genuine Mobile Phones)



	[bookmark: _Hlk208824814]

3
	a. Phone Costing $ 0 - $99 USD
	$ 0.50 Per IMEI
	 (Annually)

	
	b. Phone Costing $100 - $299   USD
	$1.00 Per IMEI
	 (Annually)

	
	c. Phone Costing $300 - $499 USD  
	$2.00 Per IMEI
	 (Annually)

	
	d. Phone Costing $500 -999 USD
	$5.00 per IMEI
	 (Annually)

	
	e. Phone Costing $1000 USD and above
	$10.00 per IMEI
	 (Annually)



















ISSUED BY THE BOARD OF COMMISSIONERS (BOC) OF THE LIBERIA TELECOMMUNICATIONS AUTHORITY ON THIS __TH DAY OF JUNE 2024 IN THE CITY OF MONROVIA, COUNTY OF MONTSERRADO, REPUBLIC OF LIBERIA.



Clarence Massaquoi Chairperson



	                                                       _____________________
[bookmark: _Hlk208841307]        Ben A. Fofana	     Emanuel J. Payegar
        Commissioner	          Commissioner





 		 	
     Angela Cassell Bush	          Patrick Honnah 
                       Commissioner	                                                                 Commissioner
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